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acilitating Compliance with the GlobalSCAPE® Solution
Implementing and enforcing compliance in any organization
requires extensive time and resources. The GlobalSCAPE HS-PCI so-
lution provides a comprehensive mechanism to quickly bring your
organization into compliance with key requirements. After imple-
menting our solution, reports and monitoring features help to facili-
tate ongoing compliance simply and effectively.

re you responsible for the security of Primary Account F

Number (PAN) data?
Or, are you looking for cutting-edge security best practices for your own sensitive
data? The Payment Card Industry (PCl) has published a comprehensive security
guideline called the Data Security Standard (DSS) for any organization that stores,
processes, or transmits PAN data. Even for companies who are not obligated to
comply, the PCI DSS is considered an authoritative roadmap for implementing
high security systems and processes.

Ensure Data is Protected.

hat is PCI DSS?

The PCI DSS is a multifaceted security standard developed as
a collaborative effort among six industry-leading companies: Visa,
MasterCard, American Express, Diner’s Club, Discover, and JCB USA,
as well as major merchants. Comprised of twelve major categories,
each with several individual requirements, the PCI DSS is a compre-
hensive standard that covers security management, policies, pro-
cedures, network architecture, software design and other hardened
security measures.

partner you can trust
Ensure Compliance is Maintained.

Since 1996, GlobalSCAPE has been helping companies around
the world to securely transfer and store their sensitive data. Today,
GlobalSCAPE is a participating organization of the PCl Security Stan-
dards Council and plays a direct role in the continuing development
of the PCI DSS. GlobalSCAPE has created the High Security — PCl So-
lution (HS-PCI) to provide you with advanced support and insider
insight as you prepare for PCI-DSS compliance.




Planning for Compliance

. Facilitated by the GlobalSCAPE Solution - Requires measures external to the GlobalSCAPE Solution
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Requirement 1 | Install and maintain a firewall configuration to protect data A 12
Requirement 2 | Do not use vendor-supplied defaults for system passwords and other security parameters a 4

3.2

Requirement 3 | Protect stored data

Requirement 4 | Encrypt transmission of cardholder data and sensitive information across public networks 142

Requirement 5 | Use and regularly update antivirus software d52

Requirement 6 | Develop and maintain secure systems and applications 1 62

Requirement 7 | Restrict access to data by business need-to-know N 2

Requirement 8 | Assign a unique ID to each person with computer access 1 82 83 84

Requirement 9 | Restrict physical access to cardholder data d 92 93 94 95 96 97 98 99 9.10
10.2 10.3 [10.4 S5 10.6 110.7

Requirement 10 | Track and monitor all access to network resources and cardholder data

Requirement 11 | Regularly test security systems and processes B BRIRTY By BRI

Requirement 12 | Maintain a policy that addresses information security for employees and contractors 10122 123 124 125 126 127 128 129 12.10
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Corporate Headquarters

600 Northwest Parkway Suite 100
San Antonio TX 78249
800-290-5054

210-308-8267
www.globalscape.com

AndoverOffice

200 Brickstone Square Suite-104
Andover , MA-01810
800-474-0116

978-474-9116



